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What is a privacy notice?

A privacy notice is a statement that discloses some or all of the ways in which the practice gathers,
uses, discloses and manages a patient’s data. It fulfils alegal requirement to protect a patient’s privacy.

Why do we need one?

To ensure compliance with the General Data Protection Regulation (GDPR), Central Park Surgery must
ensure that information is provided to patients about how their personal datais processed in a manner
which is:

e Concise, transparent, intelligible and easily accessible;
e Written in clear and plain language, particularly if addressed to a child; and
e Free of charge

What is the GDPR?

The GDPR replaces the Data Protection Directive 95/46/EC and is designed to harmonise data privacy
laws across Europe, to protect and empower all EU citizens’ data privacy and to reshape the way in which
organisations across the region approach data privacy. The GPDR comes into effect on 25 May 2018.

How do we communicate our privacy notice?

At Central Park Surgery, the practice privacy notice is displayed on our website, through signage in the
waiting room, and in writing during patient registration (by means of this leaflet). We will:

¢ Inform patients how their data will be used and for what purpose
¢ Allow patients to opt out of sharing their data, should they so wish



What information do we collect about you?

We will collect information such as personal details, including name, address, next of kin, Carers and
members of your family, records of appointments, visits, telephone calls, your health records, treatment
and medications, test results, X-rays, etc. and any other relevant information to enable us to deliver
effective medical care.

How do we use your information?

Your data is collected for the purpose of providing direct patient care; however, we can disclose this
information if it is required by law, if you give consent or if it is justified in the public interest. The
practice may be requested to support research; however, we will always gain your consent before
sharing your information with medical research databases such as the Clinical Practice Research
Datalink and QResearch or others when the law allows.

Maintaining confidentiality

We are committed to maintaining confidentiality and protecting the information we hold about you. We
adhere to the General Data Protection Regulation (GDPR), the NHS Codes of Confidentiality and Security,
as well as guidance issued by the Information Commissioner’s Office (ICO).

Risk stratification

Risk stratification is a mechanism used to identify and subsequently manage those patients deemed as
being at high risk of requiring urgent or emergency care. Usually this includes patients with long -term
conditions, e.g. cancer. Your information is collected by a number of sources, including Central Park
Surgery; this information is processed electronically and given arisk score which is relayed to your GP
who can then decide on any necessary actions to ensure that you receive the most appropriate care.

Invoice validation

Your information may be shared if you have received treatment, to determine which Clinical Commissioning
Group (CCGQG) is responsible for paying for your treatment. This information may include your name, address



and treatment date. All of this information is held securely and confidentially; it will not be used for any other
purpose or shared with any third parties.

Opt-outs

The national data opt-out programme affords patients the opportunity to make an informed choice about
whether they wish their confidential patient information to be used for their individual care and treatment or
also used for research and planning purposes. Patients who wish to opt out of data collection will be able to
set their national data opt-out choice online. An alternative provision will be made for those patients who
are unable to or do not want to use the online system.

Accessing your records

You have a right to access the information we hold about you, and if you would like to access this
information, you will need to complete a Subject Access Request (SAR). Please ask at reception for a SAR
form and you will be given further information. Furthermore, should you identify any inaccuracies; you have
aright to have the inaccurate data corrected. Thisinformation may also be requested by a third party i.e.
insurance company or solicitor with your consent. There may be details of your family, next of kin or carer
included, if this is not acceptable please let us know

What to do if you have any questions

Should you have any questions about our privacy policy or the information we hold about you, you can:

1. Contact the practice’s data controller viaemail at kakadbhatt.tanna@nhs.net. GP practices
are data controllers for the data they hold about their patients®

2. Write to the data controller at: Central Park Surgery, Harold Hill Health Centre, Gooshays
Drive, Romford. RM3 9SU

3. Ask to speak to the practice manager Laraine Knights or her senior partner Dr A Baldwin

The Data Protection Officer (DPO) for Central Park Surgery is Ernest Attach provided by NEL IBB GP
DPO.

Complaints

In the unlikely event that you are unhappy with any element of our data-processing methods, you have the right
to lodge a complaint with the ICO. For further details, visit ico.org.uk and select ‘Raising a concern’.

We regularly review our privacy policy and any updates will be published on our website, in our
newsletter and on posters to reflect the changes. This policy is to be reviewed annually on 1 May.




Our legal basis for sharing datawith NHS Digital

NHS Digital has been legally directed to collect and analyse patient data fromall GP practices in England to
support the coronavirus response for the duration of the outbreak. NHS Digital will become the controller
under the General Data Protection Regulation 2016 (GDPR) of the personal data collected and analysed
jointly with the Secretary of State for Health and Social Care, who has directed NHS Digital to collect and
analyse this data under the COVID-19 Public Health Directions 2020 (COVID-19 Direction).

All GP practices in England are legally required to share data with NHS Digital for this purpose under the

Health and Social Care Act2012 (2012 Act). More information about this requirement is contained in the.
General Practice Data for Planning and Research: NHS Digital Transparency Notice - NHS Digital

Under GDPR our legal basis for sharing this personal data with NHS Digital is Article 6(1)(c) - legal
obligation. Our legal basis for sharing personal data relating to health, is Article 9(2)(g) — substantial public
interest, for the purposes of NHS Digital exercising its statutory functions under the COVID-19 Direction.

The type of personal data we are sharing with NHS Digital

The data being shared with NHS Digital will include information about patients who are currently registered
with a GP practice or who have a date of death on or after 1 November 2019 whose record contains coded
information relevant to coronavirus planning and research. The data contains NHS Number, postcode,
address, surname, forename, sex, ethnicity, date of birth and date of death for those patients. It will also
include coded health data which is held in your GP record such as details of:

o diagnoses and findings

e medications and other prescribed items
e investigations, tests and results

e treatments and outcomes

e vaccinations and immunisations

How NHS Digital will use and share your data

NHS Digital will analyse the data they collect and securely and lawfully share data with other appropriate
organisations, including health and care organisations, bodies engaged in disease surveillance and research
organisations for coronavirus response purposes only. These purposes include protecting public health,
planning and providing health, social care and public services, identifying coronavirus trends and risks to
public health, monitoring and managing the outbreak and carrying out of vital coronavirus research and
clinical trials. The British Medical Association, the Royal College of General Practitioners and the National
Data Guardian are all supportive of this initiative.

NHS Digital has various legal powers to share data for purposes relating to the coronavirus response. It is
also required to share data in certain circumstances set out in the COVID-19 Direction and to share
confidential patient information to support the response under a legal notice issued to it by the Secretary of
State under the Health Service (Control of Patient Information) Regulations 2002 (COPI Regulations).



https://digital.nhs.uk/about-nhs-digital/corporate-information-and-documents/directions-and-data-provision-notices/secretary-of-state-directions/covid-19-public-health-directions-2020
https://digital.nhs.uk/data-and-information/data-collections-and-data-sets/data-collections/general-practice-data-for-planning-and-research/transparency-notice
https://digital.nhs.uk/coronavirus/coronavirus-covid-19-response-information-governance-hub/control-of-patient-information-copi-notice

Legal notices under the COPI Regulations have also been issued to other health and social care
organisations requiring those organisations to process and share confidential patient information to respond
to the coronavirus outbreak. Any information used or shared during the outbreak under these legal notices or
the COPI Regulations will be limited to the period of the outbreak unless there is another legal basis for
organisations to continue to use the information.

Data which is shared by NHS Digital will be subject to robust rules relating to privacy, security and
confidentiality and only the minimum amount of data necessary to achieve the coronavirus purpose will be
shared. Organisations using your data will also need to have a clear legal basis to do so and will enter into a
data sharing agreement with NHS Digital. Information about the data that NHS Digital shares, including
who with and for what purpose will be published in the NHS Digital data release reqgister.

For more information about how NHS Digital will use your data please see the NHS Digital Transparency
Notice for GP Data for Pandemic Planning and Research (COVID-19).

National Data Opt-Out

The application of the National Data Opt-Out to information shared by NHS Digital will be considered on a
case by case basis and may or may not apply depending on the specific purposes for which the data is to be
used. This is because during this period of emergency, the National Data Opt-Out will not generally apply
where data is used to support the coronavirus outbreak, due to the public interest and legal requirements to
share information.

Your rights over your personal data

To read more about the health and care information NHS Digital collects, its legal basis for collecting this
information and what choices and rights you have in relation to the processing by NHS Digital of your
personal data, see:

o the NHS Digital GPES Data for Pandemic Planning and Research (COVID-19) Transparency Notice
o the NHS Digital Coronavirus (COVID-19) Response Transparency Notice

o the NHS Digital General Transparency Notice

e how NHS Digital looks after your health and care information

ACR project for patients with diabetes (and/or other conditions)

The data is being processed for the purpose of delivery of a programme, sponsored by NHS Digital, to
monitor urine for indications of chronic kidney disease (CKD) which is recommended to be undertaken
annually for patients at risk of chronic kidney disease e.qg., patients living with diabetes. The programme
enables patients to test their kidney function from home. We will share your contact details with Healthy.io to
enable them to contact you and send you a test kit. This will help identify patients at risk of kidney disease
and help us agree any early interventions that can be put in place for the benefit of your care. Healthy.io will
only use your data for the purposes of delivering their service to you. If you do not wish to receive a home test
kit from Healthy.io we will continue to manage your care within the Practice. Healthy.io are required to hold
data we send them in line with retention periods outlined in the Records Management code of Practice for
Health and Social Care. Further information about this is available at: https://Ip.healthy.io/minuteful info/.
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